AUDITOR
REAL-TIME CHANGE AUDITING AND RECOVERY FOR WINDOWS ENVIRONMENTS

BeyondTrust Auditor mitigates the risks of unwanted changes
and helps organizations better understand user activity to meet
compliance requirements by centralizing change auditing,
restoring objects or attributes, and enforcing entitlements across
the Windows infrastructure.
Features and Capabilities

AD Auditing & Recovery

•

Audit & Alert: Achieve requirements for PCI, SOX, HIPAA and
more by auditing and alerting to Active Directory configuration
and GPO changes, and changes to File Systems, Exchange,
NetApp, and SQL configurations. Understand who performed
each change, what changed (including pre/post values), when the
change occurred, and where the change was made – all in plain
language.

•

Recover & Roll Back: Instantly roll back unwanted changes, or
just what’s needed, to any previous state, right up to the point of
the error. Recover the full tree, a portion of the directory, selected
objects, or individual attributes, avoiding end user disruption
or affecting other parts of the Active Directory system. The
centralized database enables both auditing and recovery,
delivering a broader set of capabilities than native AD auditing –
without the operational impacts.

•

Discover and Enforce: A centralized view of access and
privileges helps administrators know who has access to which
resources and can see the exposure of sensitive information and
intellectual property.

•

Centralize and Simplify Administration: The centralized
dashboard simplifies administration and reduces the number of
tools administrators must manage. Audit critical changes made
to Group Policy objects in BeyondTrust Privilege Management
for Desktops, and cells in BeyondTrust AD Bridge, providing a
complete audit trail across your privileged access management
deployment.

Pinpoint changes and instantly
roll back unwanted changes to
Active Directory to recover from
errors with minimal effort.

File System Auditing
Audit, alert, and report on
Windows file system and NetApp
access faster and with greater
detail than native auditing.

Exchange & SQL Auditing
Get real-time auditing, analysis,
and alerts for Microsoft Exchange,
and report on changes made to
SQL Server.

AUDITOR

Flexible Options
Based on Need

BeyondTrust Auditor is offered in three editions –
Essentials, Advanced, and Ultimate – ensuring that
organizations can focus their auditing efforts on
what’s most important with easy upgrades into the
console when required.

EDITIONS
Features 		

Essentials Edition

Advanced Edition

Ultimate Edition

Central Management Console
Auditing for Active Directory
Change Protection for AD
Recovery for Active Directory
Auditing for File Systems
Entitlement Reporting for AD
Entitlement Reporting for File Systems
Auditing for Exchange
Auditing for Sql

“We’ve seen a 50% decrease in time spent manually tracking down who
made changes to critical areas like group policy.”
SVP, INFORMATION TECH SERVICES, COLUMBIA BANK

BeyondTrust is the worldwide leader in Privileged Access Management, offering the most seamless
approach to preventing privilege-related breaches. Our extensible platform empowers organizations
to easily scale privilege security as threats evolve across endpoint, server, cloud, DevOps, and network
device environments. We are trusted by 20,000 customers.
beyondtrust.com
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